Cooperative diversity or virtual antenna arrays (VAA) enables transmission range extension and provides robustness enhancements in wireless multi-hop relay networks, when compared with relaying non-cooperative diversity-based schemes. Moreover redundant spare nodes willing to cooperate when used in a virtual multiple input multiple output (VMIMO) scheme allow better dependability and lead to a more efficient transmission that is of particular interest in mobile environment. This talk addresses a model-based probabilistic approach for dependability assessment of a VMIMO link. More precisely, we show how through Markov models, we can evaluate availability and survivability measures of a VMIMO link. We show through extensive numerical computations how instantaneous availability (A(t)) decreases for different failure rates and how the steady state availability (As) behaves with respect to the number of redundant spare nodes. Also we illustrate how node failure rates affect VMIMO link survivability metrics, i.e., excess loss due to failure (ELF) and excess delay due to failure (EDF). Finally we highlight reliability metrics related to VMIMO link [i.e., reliability (R(t)), mean time to failure (MTTF) and mean time to repair (MTTR)] and we show how they behave with respect to node failure and repair rates.
Introduction
The wide open nature of multi-hop wireless relay ad hoc networks (MWRAN) induces more vulnerability due to mobility when compared to wired networks. Also, such networks require great need of dependability due to the stringent requirements of multimedia applications in terms of delay, losses and throughput. In order to meet these dependability objectives, next generation MWRAN are evolving towards an architecture deploying and exploiting more and more cooperative diversity gains and enabling stronger robustness while retaining the same network components (i.e., nodes with single antenna). These innovations are expected to increase tremendously thanks to the advent in signal processing such as space time block code (STBC) and multiple antenna arrays.
The current trend in multi-hop wireless networks is to deploy cooperative diversity techniques using single antenna nodes. According to Ellison et al. (1997) and Snow et al. (2000) wireless network design should be achieved accounting for network performance quality as well as network service continuity. The ability to a network to cope with a failure may be quantified in terms of dependability analysis including availability, survivability, reliability... Availability is defined as the ability of a network to perform its functions at any time under certain conditions and is measured by the quantity of average availability. This latter is closely related to failure frequency as well as recovery from failure. We can also measure unavailability through the percentage of time where the connection [in our case virtual multiple input multiple output (VMIMO) link] is unavailable.
Survivability may be defined as the ability of a system (wireless network, virtual link,...) to fulfil critical services in a timely manner to end users. In this paper we adopt the survivability definition of T1A1.2 Working Group (2000) where the network survivability is quantified as the transient performance from the instant an undesirable event occurs until steady state with an acceptable performance level is achieved. This definition is mathematically suitable for the quantification of survivability and was adopted in Liu et al. (2004) and Liu and Trivedi (2006) for investigating the survivability of telecommunication systems. Reliability is the ability of a system to perform a service and is quantified by the probability that a system or service remains up for a specified time interval. Reliability metrics concern mainly mean time to failure (MTTF), which is the expected value of the failure density function, and the mean time to repair (MTTR), which is the expected value of the repair density function.
In literature several works related to VMIMO have been investigated. In Jiang et al. (2012) authors investigate energy efficiency performance of a VMIMO wireless system using channel state information (CSI) available at the receiver-side with the compress-and-forward protocol. They show that optimal power allocation enables to minimise the overall energy consumption per information bit. In Yu et al. (2011) authors investigate a cross-layer optimised forwarding scheme, of physical and network layers, to maximise the reliable packet forwarding in wireless sensor networks with the MIMO and orthogonal space time block codes (OSTBC) techniques while satisfying the given end-to-end power consumption constraint.
In Cui et al. (2003) and Dohler et al. (2002) authors investigate cooperative MIMO and virtual antenna arrays (VAA) in order to circumvent transceiver complexity in terms of signal processing and circuitry leading to prohibitive power consumption. The idea behind is to achieve the MIMO capacity in a WSN (wireless sensor network) involving only nodes with single antenna. In Jayaweera (2006) an energy-efficient virtual MIMO-based communication architecture is proposed for distributed and cooperative wireless sensor networks. Results given in this paper show that with judicious choice of design parameters the virtual MIMO technique enable energy and delay efficiencies enhancements. In Rafique et al. (2013) , authors investigate, through analytical models and simulations, how can different modulation techniques impact the WSN node performance of a cooperative Virtual MIMO system in terms of energy consumption, bit error rate (BER), spectral efficiency, and total time delay. They show that cooperative VMIMO with binary phase shift keying-wavelet-based orthogonal frequency division multiplexing (BPSK-WOFDM) modulation enables high data-rate and energy-efficient wireless sensor networks.
We tackle in this paper dependability analysis of a VMIMO through availability and survivability models accounting for wireless and mobility nature as well as energy and link faults. The remainder of this paper is organised as follows: Section 2 examines succinctly the basic principles of cooperative diversity via multi-antenna scheme (MIMO) and via VAAs. Section 3 details VMIMO scheme settings. Section 4 addresses a dependability evaluation of a VMIMO link and presents successively a fault model and a model-based availability analysis of the VMIMO link scheme using continuous time Markov chains (CTMC). This analysis is extended in the same section to cover survivability evaluation. Section 5 provides numerical results related to availability metrics (i.e., instantaneous availability and steady state availability) as well as survivability metrics (i.e., ELF and EDF) with respect to failure rate. Finally conclusions are stated in Section 6.
Cooperative diversity in wireless networks has observed over the last few years a tremendous interest. The basic principle consists on relaying transmitted information, by means of a set of cooperating neighbouring nodes, from a single sender node towards a destination node out of its transmission range. In the two following subsections we deal with cooperative diversity via multi-antenna scheme as well as VAAs.
Cooperative diversity via multi-antenna scheme (MIMO): benefits and drawbacks
Multipath fading affects significantly wireless network performances and diversity techniques (in forms of time, frequency or space) are commonly proposed to mitigate its impact. Among these techniques the spatial diversity is the most used and adapted.
Cooperative diversity exploited via multi-antenna schemes (i.e., MIMO, MISO or SIMO) can bring several benefits in MWRAN. The use of multiple antennas at both receiver and transmitter is known as cooperative diversity at physical layer and has been extensively addressed in literature via the study of MIMO schemes and their impact on network performances. However the mobile node nature in terms of size (i.e., PDA, laptop...) would unfortunately make these schemes cumbersome and unfeasible, since for a common 2.4 GHz frequency band, the space inter-antenna required is of 6.125 cm. Given the drawbacks of MIMO schemes in mobile networks a new approach has emerged to exploit cooperative diversity through using VAAs. This novel form of diversity enables to decrease the complexity and afterwards the cost of the transceiver which makes feasible the utilisation of single antenna nodes.
Cooperative diversity via VAAs (VMIMO)
VAAs attempt to mimic or to emulate the multi-antenna link behaviour and enable, for a given bit error rate (BER), to achieve lower signal to noise ratio (SNR) per bit thanks to distributed spatial diversity without requiring multiple antennas housed at the same node. Thus MWRAN are evolving from pure single input single output (SISO) relaying to cooperative relaying, offering a variety of enhancements ranging from throughput improvement and end to end delay, to robustness. Naturally VAAs have constraints concerning the availability of a given number of neighbours willing to collaborate with. VMIMO could be seen in multi-hop network setting as a redundant link to a traditional SISO link shortening the path between source and destination ( Figure 1 ). As a consequence VMIMO provides more robustness to link failure due to both interferences and node mobility, and enhances thus network survivability. Cooperative diversity concept when integrated at layers beyond physical ones enables to benefit from cooperation. It enables efficient spatio-temporal communication gains that could be expressed via virtual proposals such as VMISO, VSIMO or VMIMO using only traditional antennas. VAAs enable to establish a VMIMO link, between a source node and a destination node out of its transmission range, including multiple hops (three hops in Figure 1 ). VAAs act as a redundant path to a prior primary path. This latter may be constructed between a sender and a receiver with SISO links by routing protocols such as ad hoc on demand distance vector (AODV) or dynamic source routing (DSR). The availability of more than one path (i.e., primary path and secondary path) between a sender and a receiver through a set of relays potentially enables more robustness and enhances thus wireless link dependability. In the next section we detail the VMIMO link settings considered in this paper in the model-based availability and survivability evaluation. Note: Primary path based on SISO relays; secondary path based on a direct VMIMO link using three hops.
VMIMO settings

Multi-hop mobile relay network settings
Consider in a multi-hop wireless relay network a source node (i.e., S) willing to communicate directly with a destination node (i.e., D) out of its transmission range through VAAs (VMIMO link) ( Figure 1 ). Consider also that S has n mobile neighbours (SNi represents the i th source neighbour, with 1 ≤ i ≤ n) in its transmission range and the destination node (D) having m neighbours (DNj represents the j th destination neighbour, with 1 ≤ j ≤ m) in its transmission range. Note that source (resp. destination) node and its neighbours are assumed able to communicate with each other. We consider also that connectivity between source node and destination node may be established through two paths (the primary path and the secondary path). The primary path is based on SISO relaying nodes acting as regenerative nodes whereas the secondary path, shorter that the primary path, may be established directly using multiple hops between S and D thanks to potential VAAs. We assume in the rest of this paper and for simplicity considerations that two neighbours are involved in source (resp. destination) node side to establish a VMIMO link between S and D. This assumption would obviously be relaxed to consider an arbitrary (flexible) number of neighbours (i.e., VAA group size composed of potential neighbours) as needed and depending mainly on the distance separating S from D and channel conditions. It is worthwhile to point out also that D is assumed out of the transmission range of S and if at any time there is a node or power fault in neighbours taking part in VMIMO link establishment, S (resp. D) attempts link adaptation via dynamic selection in its transmission range of appropriate and suitable neighbours (between potential neighbours) willing to communicate. However, if faults have occurred in at least (n -1) nodes of the n SNi (1 ≤ i ≤ n) and/or at least (m -1) nodes of the m DNj (1 ≤ j ≤ m), the VAA link is getting down until at least two source neighbours and two destination neighbours are brought up again. In what follows we discuss succinctly discovery phase that should be achieved before VMIMO link establishment. We deal also about link adaptation carried out by S (resp. D).
Discovery phase (vicinity awareness) and link adaptation
• Discovery phase: for efficiency objectives, it is worth initiating a probing phase as a prelude to a packet reception. During this phase, sender has to probe in its transmission range how many potential relays are available and how channel state information (CSI) is obtained through appropriate link protocol. This forward looking approach is time saving when compared with reactive ones and induces several modifications at the network stack out of the scope of this paper.
• Link adaptation: is performed by a source (resp. destination) node via selecting a new relaying node. The selection is based on both lower probability outage and the minimum set of hops enabling to reach the destination.
Dependability evaluation of the VMIMO scheme
In wireless multi-hop mobile networks nodes ensure the role of both hosts and routers. Since mobile nodes are wireless and free to move around, the network topology changes dynamically and new challenging problems arise when compared to wired networks. Performance under failure is one of the main and most addressed issues in wireless multi-hop mobile networks where node mobility and faults play a vital role in the overall throughput of the network. In what follows we investigate fault models considered in VMIMO scheme dependability modelling.
Fault model
Many factors are involved when analysing the dependability of wireless systems: type of failure (link, power and node failures) as well as failure duration. In order to simplify the VMIMO dependability model we have made the following assumptions:
1 all failure events related to nodes are mutually independent 2 time to failure event of each node is assumed exponentially distributed 3 different failures types have the same repair rate 4 when a source (destination) node needs to substitute a down node by an up one in its neighbourhood a switching delay is necessary.
This latter is assumed small enough, compared to the average time of neighbours' failures, so that during the switching delay no additional failure event occurs.
In our study, we also make the following assumptions: the failure rate due to node mobility equals λ. The probability that a node fault or power fault occurs is assumed equals to p1. The probability that a link fault occurs is p2. The repair rate for either type of fault is µ.
Availability model
In the following we give a detailed description of the VMIMO link availability model.
Let i ∈ {0, ..., N 1 } represents the number of source neighbours willing to cooperate in order to establish a VMIMO link; Let also j ∈ {0, ..., N 2 } represents the number of destination neighbours willing to cooperate in order to establish a VMIMO link; and let k ∈ {0, ..., 2} represents the type of fault (k = 0 represents no fault, k = 1 represents a node or a power fault, and k = 2 represents a link fault). The model can be represented by a continuous-time Markov chain and each state of the Markov chain is described by three components (i, j, k). According to this description two kinds of state classes of the VMIMO link are distinguished: up states class represented by π i, j, 0 and down states class referred to as π i, j, 1 or π i, j, 2 .
Define π i, j, 0 the steady state probability that the connection (i.e., VMIMO link) is up and there is i source neighbours and j destination neighbours willing to cooperate each not having failed. Also let π i, j, 1 the steady state probability that the connection is down (due to the first kind of fault) and there is i source neighbours and j destination neighbours willing to cooperate. Let π i, j, 2 the steady state probability that the VMIMO connection is down (due to the second kind of fault) and there is i source neighbours and j destination neighbours willing to cooperate. Switching from down states to up states is expressed as transition rates δ 1 and δ 2 (i.e., 1/δ 1 is the average switching delay for node and power faults and 1/δ 2 the average switching delays for link fault). Switching from up states to down states is expressed in the CTMC as transition rates λ.p1 and λ.p2.
We assume that there are a total of N 1 +N 2 +2 nodes in the system representing the VMIMO link, and therefore there are a total of N 1 (resp. N 2 ) nodes that may act as a VAA for the source (resp. destination) node. For simplicity let's assume in the rest of this paper that N 1 = N 2 = N and in order to establish a VMIMO link between S and D, the source (resp. destination) node needs two relay nodes available at its neighbourhood and willing to cooperate. To carry out an availability (and next a survivability) analysis of a VMIMO link, we particularly consider three availability models. In the first one [CH4-2 Figure 2 (a)] we consider that N = 4 (this means that the source (resp. the destination) node have has four relay nodes in its neighbourhood willing to cooperate). In the second [CH3-2 Figure 2(b) ], we consider that N = 3 (i.e., there is three relay nodes in the neighbourhood of the source (resp. destination) willing to cooperate). In the third model [CH2-2 Figure 2(c)] where N = 2 (i.e., there is only two relay nodes in the source (resp. destination) node neighbourhood). This means that there is no redundant relay node(s) both for source (resp. destination) node. To recapitulate, let's say that the two first models correspond to redundant schemes whereas the third one corresponds to non-redundant scheme. The idea behind is to capture the effect of redundant relays on availability (and next on survivability) metrics of the VMIMO link.
By solving the three Markov chains related to VMIMO link end to end availability models cited above (see also Escheikh and Barkaoui, 2012) , using SHARPE tool (Trivedi and Sahner, 1997) we obtain the steady state probability vector for each availability model described above. Following the same approach as in Chen et al. (2002) the steady state availability of the end to end VMIMO link is given by:
Let λ eq be the equivalent failure rate:
The failure frequency can be deduced as follows:
In the next section we investigate survivability analysis based on the availability models proposed above.
Survivability analysis
The ability of wireless network infrastructures to meet growing of increasingly pervasive and demanding services is of paramount importance. However, since in wireless environment network failures are unavoidable it is necessary to minimise the set of network failures and to cope with failures whenever they take place. Whereas availability models investigated in the above paragraph, accounts for instantaneous availability and steady state availability, survivability is concerned with fulfilling the mission of a system during and after failures. From end to end user perspective quantifying survivability may be seen through measuring the failure impact on the system. To that end measures such as excess losses due to failure (ELF) and excess delays due to failure (EDF) are of paramount importance. They depend mainly on connectivity which in turn depends on nodes and link availability. Survivability analysis, unlike performance analysis where only steady state is considered, needs more detailed study since it requires considering network dynamics both during transient and steady-state failure mode. A broad range of randomly occurring and potentially damaging events and impairments such as lack of energy, mobility, multi-path fading and interference may have severe impact and should be explicitly included in the evaluation of mobile wireless network survivability. Network survivability may be perceived as the ability to measure both network failure duration and failure impact on the network. For VMIMO communication link subject to failures, transient traffic overload is an inevitable situation. In this case, steady-state analysis fails to capture such transient behaviour, and transient analysis is highly recommended. The response time of a system, once a failure occurs may be seen as the sum of two periods. Transient period: beginning just after a failure occurs and where the primary impact is to fulfil the basic operation of the current process; Steady state period: taking place until the failure repair will be fully achieved. We can use the approach given in Chen et al. (2002) to quantify survivability metrics (i.e., ELF and EDF). These latter are intended to measure how VMIMO link (in our study case) will meet specific survivability objectives. This is achievable through maintaining and restoring an acceptable level of performance in terms of end to end throughput and/or delay during network failure... For the three scenarios presented above and by adopting similar approach given in Chen et al. (2002) we obtain, for N 1 = N 2 = 4 the following analytical expressions: ELF (resp. EDF) corresponding to availability model represented by markov chain CH4-2 in Figure 2 (a) is given by:
= 4λ(π 4, 4, 0 + 2π 4, 3, 0 + π 3, 3, 0 + π 4, 2, 0 + π 3, 2, 0 )(
where EELO is the expected excess loss in overload.
where
and
is the probability distribution function of the switching delay t x and P m (i) is the steady state of an M/M/1/K queue (with parameters λ p and µ p ) given by:
With ρ p = λp µp . P n (K|k, t) is solved from the transient solution of an M/M/1/K queue and corresponds to the buffer full probability at time t, with k initial number of jobs. For further details see Chen et al. (2002) .
In the next section we investigate reliability analysis based on the availability models proposed above.
Reliability model
The ability of wireless network infrastructures to meet growing of increasingly pervasive and demanding services is of paramount importance. However, since in wireless environment network failures are unavoidable it is necessary to minimise the set of network downtime and to cope with failures whenever they take place.
From end to end user perspective quantifying reliability concerns measures such as reliability (R(t)), mean time to failure (MTTF) and mean time to repair (MTTR). A broad range of randomly occurring and potentially damaging events and impairments such as lack of energy, mobility and multi-path fading and interference may have severe impact and should be and explicitly included in the evaluation of mobile wireless network reliability. Network reliability may be perceived as the ability to measure both network failure duration and failure impact on the network. gives reliability model with one (resp. none) redundant node. In the next section we give numerical results related to both availability, survivability and reliability models cited above.
Numerical results
We investigate and discuss in this section the use of redundant relay nodes on respectively availability, survivability as well as reliability metrics of a VMIMO link scheme. The redundant relay nodes are used as means to 'tolerate' the occurrence of fault link, power or node failures. All numerical parameter values characterising our models and used for dependability evaluation are summarised in Table 1 . Obviously to deal with instantaneous availability an initial condition A(0) = 1 should be fixed and corresponds to a VMIMO link initially in up state with probability one. Notice that instantaneous availability decreases with respect to time until reaching a convergent level. Also as expected A(t) decreases as failure rate increases. Figure 5 gives steady state availability As with respect to the number of redundant node(s). Note that using the first redundant node improves more significantly the As value than using the second one. Indeed by considering one redundant node As increases from 0.37 to 0.87 (about 50%) whereas adding the second redundant node enhances As of only 10%. We conclude from these observations that improving availability becomes more expensive as this latter is higher. In other words using the second redundant node yields less availability enhancement than using the first one. . These enhancements are more and more notable as failure rate λ increases. Second, survivability delay enhancements brought by spare node(s) to a VMIMO link without spare nodes and quantified by EDF are illustrated in Figure 7 . This latter plots EDF with respect to failure rate λ for the three proposed schemes. We see (Figure 7 ) that EDF decreases as the number of spare nodes [potential relaying nodes (i.e., stations)] increases (EDF CH2−2 >EDF CH3−2 >EDF CH4−2 ). Notice also according to Figure 6 (resp. Figure 7 ) that for a given λ we observe that survivability metric ELF (resp. EDF) decreases as well as the number of potential relaying nodes (i.e., stations) increases. 
Conclusions
In this paper we have presented a quantitative approach to evaluate dependability modelling of a VMIMO link scheme in a multi-hop wireless network. To that end two kinds of configuration are considered: the first one includes redundant relay nodes around both source node and destination node between which a VMIMO link is established. The second one does not include any redundant nodes. All the considered configurations are modelled through availability models based on CTMC and taking into account cooperative diversity, nodes mobility as well as link, node and power failures. Our paper extends previous work given in Escheikh and Barkaoui (2012) . This latter consider only availability and survivability evaluation. In this paper several numerical results about dependability evaluation have been proposed and discussed. We particularly addressed availability, survivability as well as reliability evaluation. We have shown how availability metrics referred to as instantaneous availability (A(t)) and steady-state availability (As) as well as survivability metrics such as excess loss due to failure (i.e., ELF) and excess delay due to failure (i.e., EDF) given in this paper enable to measure the impact of mobility and frequency failures on achieving specified availability and survivability targets. Finally a VMIMO reliability analysis is given and related metrics such as R(t), MTTF and MTTR are studied. The main contribution of this paper is to show through analytical models how potential relay nodes may be used by a source (and/or destination) node to enhance availability, survivability as well as reliability metrics. In future works we intend to investigate further dependability issues in wireless networks.
